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ID  StartDate Salieastal EXx. g(z) = 1{zis oder than 38}

02/01/2010 3 60.000
1. Record space Z = {z,..., 2}, P supported on Z. : i i . — Z1 — q(z4)
2. Private Dataset D, " pn sampled from Z, D, = {2k, ..., 2k, } s =
3. Query Class Q = {q1,...,q)0;, 9: Z — [—1,1]} 3 11/03/2009 36 62.000
4. Statistical Query E,..p|q(2)] 4 09/12/2013 42 56.000
5. Simplex Ax = {p € [0,1]“: 3=, pi = 1}_ 5 04/05/2008 24 69.000
6. Objective: Find a private distribution PP on Z such that the error
iIn answering all queries is minimized s > Ty
7 12/17/2011 sa 75000 — Z7 — q(Z7)

min  max | K, Z)| — K, _poiv|(Z
_min. max |Ez.plq(2)] — Egpmlq(2)]

subject to: PPV = A(D,)
A satisfies (e, 6)-DP (P) ~ Y q(zi) = Ezp,[q(2)] (non-private empirical mean)

» Non-private query (percentage > 38):

7. Meaning: we privatize P by releasing PP" instead of answering
7,p[q(2)], and report the private estimate E,_ o [q(2)].

Regularization |

» Private query (percentage > 38):
2, pe[q(Z)]  (based on private distribution PP")

omin  max Bznplq(2)] — Ezpe|q(2)] + «H(PT)  (Po) _min (%N N | max(q, P — PP 4 )| + aH(’Pp”V)> (Pa,o)
max (q,P) — aH” (ﬂ) (D,) Privacy is injected directly into the objective via randomized
qeconv(Q) a smoothing. N := N(0, o)

where H is the negative entropy and H*(y) = log (Zi eyi) IS the
Fenchel conjugate of H.

DP-Accelerated Mirror Descent

Differentially Private Complementary Accelerated Mirror-Descent

Advantage: (D, ) is strongly concave — solve via DP-SCO. : Input: (Dp, Q, (e, 9), a)
2: Initialization: T = T(e, §) num it = o (e, 8), Initialisation Py = P9 = [1/k,...,1/k]"
Primal Regularized primal Regularized dual 3: Stepsizes: mp=t+ /- +1,for1<t<T
rima / \ / \ 4. for1 <t < 7;010
N S A s
(P) (P.) (D,) 6: gt = Go(PM9, &, Dn, Q) , &t ~ N (0, ol (gradient estimator for objective (Pe,q))
/ ~— __— ~_ — 7. Pt = argminPeAk{ﬂttha P) + H(P)] + (25_211 "77) Dy(P, Pt)}
: t—1
prriv Pgrlv by KKT qu’[ by DP'SCO 8: Pff_l — %z: Z:fpfg + Z{Z: nTPt-i-'l
riv a
o: Output: PL"" = P ;.
Primal-Dual Gap
Primal Gap via Smoothed Objective
E[Gapp,\(P2")] < E[Gapp,)(q2™)] + clog k Algorithm 2 produces PP that is (e, §)-DP and satisfies:
Optimal « is chosen to minimize the right-hand side. . o] _ o (108 (1/8) wA(Q)  log'*(1/5) w(Q)
[ app, (P, )] = 5/4( 1\ 3/2 1/2(1\
alog® (k) (ne) alog'/“(k) ne

DP-Frank Wolfe e .
Optimizing over « yields «* such that:

Differentially private Frank-Wolfe algorithm (DPFW) w'/2(Q) log'/4(k) log'/4(1 /5))

1. Input: (Dp, Q, (¢, d), a) E {Gap(Pa,a)(Pg”")} <O ( 721/2
2: Initialization: qg € Q, T num it and ~ step size =
3: fort=0,..., T —1do

4 Compute Voo (qy) (gradient estimator for objective (D)) where w(Q) is the Gaussian width of the query class Q.
5 Forall s € @ sample ug ¢ rld Lap (A(g, 9))
6 St = argMaxXse 91{V¥a(qt), S) + Us,t} Established Empirical Loss
72 Qi1 =qr+ (St — qt) 1/2 1/2
s: Output: g2 = qy for U ~ Uni({0, ..., T — 1}) MWEM O (e 121 o (1/5))
: DuaIQuery O (d1/6 Iog1/:1/§2€1|?§1/6(1/5))
Error Bounds from Dual to Primal - (s 2l 010
n1/2€1/2
DP-Frank Wolfe produces g° that is (e, §)-DP and satisfies: sepFEM O (d5/8 Iog‘/;1|/2QJ1I;>2g‘/ 2(1/5))
Ela. (g — o [ 108" (1/8)1og"%(1Q1)  flog(k) DQRS O (TR
[g¢a(qa )] B (X1/4(€n)1/2 | n d'/5 10g?/® | Q| log'/?(1/6)
DPFW(E) O (LElee JRre /0
Optimizing over « yields a*, and setting PPV = 7932“’ leads to: New Population Loss
i og'/%(1/3) 10g*/% |Q|log"*k [log k DPFW(P) O (LRl 2010 4 pylecid))
. {Gap(m(? )} -7 (en)?/3 O d'/4w'/2(Q) log"/*(1/6)
€ DPAM O ( nt/2z1/2 )
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